Example of code behind the portal

Winds of change for software regulations
Joe Whitbourn, Ian Boddy, Andrew Simpson, Joshua Kirby, Robert Farley and Luke Bird,
of James Cook University Hospital, Middlesbrough, examine in what ways medical physics
communities will need to prepare for the roll-out of the Medical Device Regulations next year
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EVELOPING AND MAINTAINING in-house software
is both important and widespread1, 2 in medical physics
departments.
However, as has been discussed in several previous
Scope articles,3, 4 the legislative background to this
practice is changing. From May 2020, the Medical Device
Regulations (MDR) will be in force which will create important
new legal obligations for the in-house development of medical
devices including software.
Even in departments where in-house software development
doesn’t involve medical devices there is now a clear need to ensure
that this activity has appropriate governance and assurance
arrangements in place.
The process of putting in place design and production
controls for higher quality software is a natural fit for a quality
management system (QMS). Indeed, the use of a QMS is one of the
MDR requirements for the healthcare exemption.4 The inclusion
of software practices in a departmental QMS is therefore both a
timely and pressing issue for medical physics departments.

Informal problem

However, a survey5, 6 of Canadian medical physicists carried
out in 2014 found that only a small minority of medical physics
departments had formal procedures for the creation and use
of in-house software. Our department was an example of a
centre that did not have software development and management
incorporated into our QMS.
Helpfully, an article in the September 2015 issue of Scope7
provided an approachable overview of what departments should
be looking to include in a software QMS. However, we realised
that this would be a significant challenge to implement as it would
require substantial changes to current working practices.
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This article is a summary of how we’ve met this challenge and
bridged across from historic software working practices into
improved ones. In particular, we focus on the practical aspects of
the implementation.

Audit

Our Head of Medical Physics convened a working group for
the project consisting of members from different sections of the
medical physics department, to ensure that the outcomes were
broadly applicable.
The first active step was to gain a better understanding of the
current situation. We therefore audited all software developed (but
not necessarily still used) in-house. The software were categorised
according to:
n departmental section;
n type of software (e.g. compiled code, databases, functional
spreadsheets, etc.);
n user access point, and
n user groups.
Extra detail was also included, such as purpose, programming
language and type of outputs. This provided further information
for future group discussions in devising a robust process for
software practices. The results of the audit demonstrated that our
department was:
n inconsistent in how software was accessed and updated;
n overly dependent on spreadsheets for complex applications, and
n using a substantial amount of software whose authors had left
the department.
Critically, for the purpose of meeting the requirements of the
MDR, this process showed that our department had relatively few
pieces of software which would meet the criteria of being medical
devices. This encouraged us to ensure that the work we performed
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wasn‘t focused solely on medical devices but relevant to all
software practices in the department.
As a result of these findings, priorities were set for the next
stage of the project; specifically:
n risk management and classification;
n software access and change management, and
n documentation and project management.

Risk management and classification

Different approaches exist to classifying medical device risk
status, such as the MDR (Class I, II, etc.) or the IEC 62304 (A,
B, C) risk classes. However, these approaches assume that the
project in question is a medical device, whereas we wanted
an overarching system that would cover all in-house software
(except single-use spreadsheets).
We therefore developed an easy-to-use, consistent and
effective approach to quantifying the hazard posed by in-house
developed software. The first step was to identify relevant risk
factors, which were determined to be:
1. User base: the greater the number of users, the greater the risk of
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an individual using the software in an inappropriate way.
2. Complexity: the proposed continuous development time is used
as a universally applicable proxy for complexity. The greater the
complexity, the greater the risk of errors occurring, or failing to be
detected.
3. Developer base: a large number of developers could infer
greater complexity, contributing to the risk identified above. It
also increases the potential for failures of communication between
individuals and errors occurring as a result.
4. Multi-purpose: software produced for a single, defined purpose
is less likely to be used for an inappropriate task.
The risk factors were quantified and the risk score calculated as
shown in figure 1 below.
This score is only dependent on the risk factor‘s hazard as the
likelihood is to be assumed as 100 per cent for all potential hazards
(in line with the ISO 62304 standard for medical device lifecycle
management).
Additionally, the severity of any software malfunction was
considered. We chose to adopt the consequence scoring already in
use in our NHS Trust. It has five severity levels as in figure 2 below.

FIGURE 1. Calculating the risk score

FIGURE 2. Five severity levels of software malfunction
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The software scale is calculated as follows:

Using this approach, greater weighting is given to severity,
acknowledging the potential disruption and harm that a software
malfunction could cause. The resulting software scale ranges from
1 to 15 and allows software to be categorised as follows:

This quantitative approach is broadly applicable to different
types of software as well as being quick and straightforward
to use. The process was tested on the software identified by
the departmental audit and was found to provide appropriate
classification of software consistently and rapidly.
The importance of the classification is that it determines
the specific activities that are required during each phase of
the software lifecycle. Projects with higher software scale
scores have more rigorous requirements in terms of software
practices. The one exception is in the case of software medical
devices, which are automatically assigned a minimum of class C
classification.
This all ensures that risk is appropriately managed. One
example of the advantages of this approach is that we have
decided that the projects involving class D software are beyond
the scope of in-house development in our department. Instead,
these projects should be directed towards the Trust‘s innovation
team as an unmet need. This ensures that our department’s
resources are focused on deliverable projects.

Software access and change management

To ensure that there is a consistent process for software access
and change management, we created a software portal. The
portal features two core elements:
n a software launchpad, and
n a development/project management tool.
The software launchpad quickly allows staff to find approved
commercial or in-house developed software, the history of the
software and the current approved version of it. The launchpad
reduces the use of any incorrect software and thereby reduces
the risk of clinical errors caused by using unapproved and
outdated software.
The development management tool (figure 3) allows developers
to create a new software project, calculate the risk classification,
upload documents for approval, assign project members and
ultimately obtain project approval from the section heads or
head of department. The tool also includes a bug manager, which
allows users to submit bugs for resolution. Overall, the key
element of this piece of the software is to allow communication
and interlink between development and management.
In essence, the goal of the portal is to facilitate the management
of software development and deployment in compliance with
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our in-house procedures, and provide a good user experience
whilst doing so.
The portal was developed according to our new software
practices and was written in C# (ASP.NET) using the ModelView-Controller (MVC) pattern and Entity Framework.
Bootstrap‘s Cascading Style Sheet (CSS) was used for the look
and feel of the portal whilst a Microsoft SQL Server 2008R2
database was used as the backend.

Documentation and project management

One of the priorities of this project was to improve our software
development by producing software according to a lifecycle
specified by our QMS. The software lifecycle allows us to control
and improve our software from the initial stage of proposing
an idea to the final implementation and then back round again
with any proposed changes to live software. A significant
outcome of the project has been a set of documentation, residing
within the QMS, to outline the new processes that specify how
software is to be developed within the department. The overall
process is shown in figure 4. The process also includes the
decommissioning of software no longer required for clinical use.
The classification process allows us to develop the software in
a manner proportionate to the risk identified. Class A (the lowest
risk) software projects have a minimal number of guidelines,
such as the need to state the version and intended purpose.
Higher classes have additional requirements such as code review
and more formal documentation of planning and testing.
Code review is a particular requirement for the more complex
projects that we believe will improve the standards of our
software by facilitating feedback between developers, such
that we are writing more robust, efficient code with styles that
become more consistent over time.

Conclusions

This work has involved people from all areas of the department
and took a substantial amount of effort. However, as a result we
now have a common framework that has significantly improved
software practices.
The system of software classification embeds risk management
whilst the graduated classification ensures that best software
practices are introduced in a proportionate manner. The creation
of a software portal will help us to follow our in-house software
development processes. It acts as a ‘hub’ for all the improved
software practices that we initiated whilst making it easier for
users to perform their tasks.
The introduction of software project management has created
a method for trapping any projects that are likely to take us
into areas where significant resources are needed before a large
amount of work is undertaken. However, the system has a
flexible approach to project implementation details to allow staff
to use their professional judgment.
The most important outcome of the work, though, is that
we will be compliant with the new MDR which enables our
department to provide this same assurance to our NHS Trust.
We hope that this summary is useful to other IPEM
members who want to drive up software practice standards
in their department. Of course, our system is a version 1.0.0
and will need (managed) change, so we‘re interested in how
other departments are approaching this. Please feel free to
join a conversation on the IPEM Informatics and Computing
Community of Interest about what else we can do to improve
software practices. n
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FIGURE 3. Software portal classification

FIGURE 4. Overview of the processes created in order to develop software within a software lifecycle defined in the QMS
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